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1. INTRODUCTION

n u

United Colleges Group (“UCG”, “we”, “us”, “our”) is committed to respecting and protecting your
personal data in accordance with the United Kingdom General Data Protection Regulation (UK GDPR),
the Data Protection Act 2018 (DPA 2018), and, where applicable, the European Union General Data
Protection Regulation (EU GDPR). We also comply with the requirements of the Data (Use and Access)
Act 2025 (UK DUAA), which sets out additional obligations for the lawful use, access, and sharing of
personal data within and outside the UK.

This privacy notice explains how we collect, use, share, and protect your personal data, and sets out
your rights in relation to the personal data we process.

2. WHO WE ARE
United Colleges Group (UCG) is the data controller for the personal data we collect in relation to
prospective, current, and former students, job applicants, and other individuals as specified in this

notice.

3. HOW TO CONTACT US

Contact Details:

United Colleges Group
Paddington Green Campus
25 Paddington Green
London W2 1NB

United Kingdom

ICO Registration Number: [Insert]
Email: gdpr@ucg.ac.uk
Telephone:

e 0207723 8826 (City of Westminster College)
e 0208208 5000 (College of North West London)

Data Protection Officer (DPO): GRC Solutions (GRCI Law) dpoaas@grcsolutions.io or phone 0333 900
5555

4. WHO THIS NOTICE APPLIES TO?

This notice applies to:
e Students (applicants, current, former).
e Job Applicants (internal and external).
e Parents and guardians (where the students are under 18).
e  Alumni (for communication and engagement).

Please note that a separate privacy notice is available for employees, contractors, and workers.

5. WHAT PERSONAL DATA WE COLLECT

We collect and process personal data, only where necessary to carry out our functions as an education
provider, employer, and alumni community, accordance with the UK General Data Protection
Regulation (UK GDPR), the Data Protection Act 2018, and, where applicable, the Data (Use and Access)
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Act 2025 (DUAA), which governs permitted secondary uses and sharing of data for public benefit. The
categories of personal data we may collect, use, and store include the following:

A. Students (Applicants, Current and Former)

We may collect and process the following data:

Identification and Contact Data: full name, preferred name, date of birth, student ID, home and term-
time addresses, email addresses, and phone numbers.

Emergency and Guardian Data: emergency contact details, next of kin, and parental/guardian
information where applicable.

Academic and Enrolment Data: previous academic history, predicted and actual grades, qualifications,
course applications, enrolment records, timetables, attendance data, academic progress, internal
assessments, coursework, exam results, and learning outcomes.

Financial and Support Data: tuition and fee records, payment history, bursary and financial support
applications, income verification, and bank details (e.g. for refunds or bursary payments).

Health and Wellbeing Data: medical conditions, allergies, disabilities, SEN (special educational needs),
mental health disclosures, support plans, and safeguarding concerns, where required to meet our legal
obligations or provide support.

Immigration and Visa Data: nationality, passport information, visa or immigration status, biometric
residence permits, and Home Office documentation (where applicable to international students).

Digital and Device Usage Data: logins, IP addresses, device identifiers, college email usage, system
access records, online platform data, and learning environment logs.

Image and Biometric Data: student ID photographs, CCTV footage, recorded lectures or disciplinary
meetings, and biometric data (e.g. for attendance or access), if used and subject to appropriate
safeguards.

Behaviour and Safeguarding Data: behavioural reports, incident logs, exclusions, safeguarding
referrals, and pastoral records necessary to protect student welfare and fulfil legal duties.

Communications and Engagement Data: communications via email or platforms, surveys, event
participation, learning support engagement, union involvement, or feedback given to UCG.

Where personal data is reused for research, statistical, or public benefit purposes (e.g., education
policy development or learning analytics), such reuse is governed by the DUAA and subject to
appropriate safeguards, including data minimisation, pseudonymisation, and ethical approval where
required.

B. Job Applicants (Internal and External)

We may collect:

Application and Recruitment Data: CVs, application forms, covering letters, employment history,
qualifications, and personal statements.

Reference and Eligibility Data: referees’ contact details, references, proof of right to work, nationality,
visa status, and identity documents.
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Assessment and Interview Data: interview notes, assessments, scores, recruitment correspondence,
and shortlisting decisions.

Criminal Records Data: DBS check outcomes (where required), processed in line with applicable
legislation and College safeguarding policy.

Diversity and Equality Data: optional disclosures regarding ethnicity, gender, religion, or disability
submitted for monitoring purposes and handled in accordance with the Equality Act 2010.

Communications and Digital Access Data: correspondence regarding applications, and platform access
logs (e.g., for remote interview systems).

C. Parents and Guardians (Where the Student is Under 18)

We may collect:

Identification and Contact Data: name, relationship to student, address, phone number, and email
address.

Parental Responsibility and Communications: status as legal guardian or parent, and records of any
communications relating to the student’s attendance, behaviour, support needs, or educational

progress.

Safeguarding and Welfare Data: information provided or obtained in the context of student
wellbeing, including safeguarding discussions and welfare meetings.

D. Alumni
After leaving UCG, we may retain limited personal data to facilitate continued engagement:

Identification and Contact Data: name, date of birth, student ID, postal address, email address, and
phone number.

Academic History: qualifications awarded, course(s) taken, dates of attendance, year of graduation.

Career and Education Data: employment history, job titles, or further education details where shared
voluntarily.

Engagement and Preference Data: communications preferences, alumni event attendance, society
membership, surveys, and records of donations or fundraising involvement.

Where alumni data is used for statistical analysis or to support education-related research or
development initiatives, such processing may also fall within the scope of the DUAA and will be subject

to applicable safeguards.

6. HOW WE COLLECT YOUR DATA

We collect personal data directly from individuals when they apply, enrol, or interact with us, for
example, through application forms, communication, online platforms, or college systems.

We may also receive personal data from third parties such as UCAS, previous schools or colleges,
referees, government bodies, or awarding organisations.

In some cases, personal data may be created internally, such as assessment results, behavioural
records, or support notes.
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A. Directly from You

We collect personal data directly from you when you engage with UCG. This includes data you provide
through application and enrolment forms, job applications, interviews, assessments, emails, telephone
calls, digital portals, surveys, and other interactions during the course of your studies or employment.
This information may be shared with us in person, online, or in writing.

B. Indirectly from Others

We may receive personal data from third parties where this is necessary and lawful. This includes
referees, former schools or colleges, previous employers, recruitment agencies, UCAS, the Student
Loans Company, examination boards, and official bodies such as the Disclosure and Barring Service, UK
Visas and Immigration, HMRC, or other public authorities. We may also collect publicly available
information from sources such as LinkedIn or professional registers, where this is relevant and
proportionate.

C. Through Technical and Automated Means

We may collect data automatically when you access our systems, websites, or online platforms. This
includes technical information such as your IP address, browser type, login timestamps, usage logs,
and other information collected via cookies or similar technologies in accordance with our Cookie
Policy. These data are used for system security, access management, and user analytics, and are only
processed where lawful to do so.

All collection methods comply with the requirements of the UK GDPR, the Data Protection Act 2018,
and, where applicable, the Data Use and Access Act 2025. Where personal data is obtained indirectly,
we ensure that individuals are informed in accordance with Articles 13 and 14 of the UK GDPR, unless
a relevant exemption applies.

7. DATA ACCURACY

We take all reasonable steps to ensure that the personal data we hold is accurate and, where
necessary, kept up to date. This includes regularly reviewing records and updating information from
reliable sources or when changes are notified to us.

We encourage you to inform us promptly of any changes to your personal data during your time with
UCG, such as changes to your contact details, medical needs, or parental responsibility. This helps us

fulfil our obligations under data protection law and ensures that we can support you appropriately.

8. CHILDREN AND YOUNG PEOPLE

For students under the age of 18, we process their personal data in accordance with applicable
education and safeguarding laws. We may communicate with parents or legal guardians where
appropriate and permitted.

Where consent is required for data processing (e.g., for marketing or optional services), we will obtain
it from the parent or guardian if the student is not legally competent to provide it themselves. We

ensure data is processed only where necessary and with appropriate safeguards.

9. LAWEFUL BASIS FOR PROCESSING YOUR PERSONAL DATA

We only process your personal data when we have a valid legal basis to do so under the UK General
Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and, where relevant, the Data
Use and Access Act 2025 (DUAA). The lawful bases we rely on include:
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Consent: Where required by law, we will ask for your clear and informed consent
before processing certain types of data, such as using photographs in
marketing or sending direct marketing communications. You may withdraw
your consent at any time.

Contract: We process your personal data where it is necessary to deliver a service or
fulfil a contract with you, for example, providing education and support to
students, or managing employment relationships with staff and job
applicants.

Legal Obligation: We process certain data because we are required to do so by law. This
includes obligations under education law, safeguarding requirements,
immigration control, health and safety legislation, employment law, and
other statutory duties imposed on educational institutions.

Legitimate We may process personal data where it is necessary for our legitimate
Interests: interests (or those of a third party), provided these interests are not
overridden by your rights and freedoms. This includes purposes such as
internal administration, system security, alumni engagement, and statistical
reporting. When we rely on this basis, we ensure a balance of interests and
conduct assessments where appropriate.

Public Task: As a further education provider, we carry out tasks in the public interest, such
as delivering education and training funded or regulated by government
bodies. This includes the use of personal data necessary for such public
functions.

Vital Interests: On rare occasions, we may process data to protect someone’s life or physical
safety, such as in a medical emergency involving a student or visitor.

10. SPECIAL CATEGORY DATA

Where we process sensitive personal data (e.g., health data, ethnicity, or criminal record checks), we
do so under one or more of the specific legal conditions set out in Article 9 of the UK GDPR, Schedule 1
of the Data Protection Act 2018, or as permitted under DUAA. This includes where the processing is
necessary for employment, social protection, equality monitoring, safeguarding, or the provision of
health or educational support services.

11. PURPOSE AND LEGAL BASIS FOR SPECIFIC PROCESSING

Under UK data protection law, including the UK General Data Protection Regulation (UK GDPR) and the
Data Protection Act 2018, UCG must have a valid legal basis to collect and use personal data. The
lawful basis we rely upon will vary depending on the context and purpose of the processing.

The tables below set out the specific purposes for which we process personal data relating to different
groups such as students, job applicants, parents or guardians of students under 18, and alumni,
together with the corresponding lawful bases under UK GDPR. Where special category personal data
(such as health or ethnicity information) is processed, we also identify the relevant conditions under
Article 9 of UK GDPR and associated provisions under Schedule 1 of the Data Protection Act 2018.

Some uses of data, particularly for research, educational policy, and public interest analysis, may fall
under the Data (Use and Access) Act 2025 (DUAA), which permits reuse of education-related data for
specific purposes under strict safeguards, including pseudonymisation and ethical oversight.
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Where we rely on legitimate interests, we ensure that such processing is necessary and balanced
against your rights. Where we rely on consent, you will be given a clear choice and may withdraw

consent at any time.

Please see the applicable table(s) below based on your relationship with UCG.

A. FOR STUDENTS: Purposes, Categories of Personal Data Processed, and Legal Basis

Purpose of Processing

Categories of Personal Data
Processed

Lawful Basis

Assessing applications for
course admission, including
eligibility and entry criteria

Identification and Contact Data;
Academic and Enrolment Data

Legitimate interests (fair and
efficient admissions consistent
with UCG's objectives)

Creating student records and
preparing contracts for
successful applicants

Identification and Contact Data;
Academic and Enrolment Data;
Immigration and Visa Data (if
applicable)

Performance of a contract

Complying with mandatory
student data reporting to
government and funding
bodies (e.g., ILR, DfE, ESFA)

Identification and Contact Data;
Academic and Enrolment Data;
Immigration and Visa Data

Legal obligation (Education Act
1996; Apprenticeships, Skills,
Children and Learning Act 2009;
Immigration Act 2016)

Delivering curriculum
content, tutorials, and
academic services

Academic and Enrolment Data;
Digital and Device Usage Data;
Identification and Contact Data

Public task (Education Act 2002;
Further and Higher Education Act
1992)

Operating access to digital
learning platforms, email,
and IT systems

Digital and Device Usage Data;
Identification and Contact Data

Legitimate interests (ensuring
continuity, security, and delivery
of digital education services)

Supporting teaching with
authorised learning systems
and access tools

Digital and Device Usage Data;
Identification and Contact Data

Public task (Education Act 2002 —
provision of services supporting
education)

Providing counselling, SEND
support, and reasonable
adjustments

Health and Wellbeing Data;
Emergency and Guardian Data;
Behaviour and Safeguarding
Data

Legal obligation (Children and
Families Act 2014; Equality Act
2010; SEND Code of Practice)

Acting to protect a student’s
life or vital welfare in an
emergency

Health and Wellbeing Data;
Emergency and Guardian Data

Vital interests

Delivering safeguarding and
welfare services under public
education duties

Health and Wellbeing Data;
Behaviour and Safeguarding
Data

Public task (Children Act 2004
KCSIE)

Offering optional health or
support services requiring
disclosure (e.g., counselling)

Health and Wellbeing Data

Explicit consent

Conducting disciplinary
investigations and student
behaviour management

Behaviour and Safeguarding
Data; Identification and Contact
Data

Legal obligation (Education Act
2002; Behaviour in Schools
guidance)

Imposing sanctions,
exclusions, or internal
discipline measures

Behaviour and Safeguarding
Data; Identification and Contact
Data

Public task

Enforcing behaviour
expectations to maintain
campus safety

Behaviour and Safeguarding
Data; Identification and Contact
Data

Legitimate interests (protecting
staff, students, and property)
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Administering exams,
coursework, assessments,
and qualifications

Academic and Enrolment Data;
Identification and Contact Data

Legal obligation (Ofqual
regulations; JCQ rules)

Providing access
arrangements and
adjustments in assessment
processes

Academic and Enrolment Data;
Health and Wellbeing Data
(where relevant)

Public task

Managing tuition fees,
bursaries, and other financial
assistance

Financial and Support Data;
Identification and Contact Data

Legal obligation (ESFA rules;
Student Support Regulations)

Issuing invoices and receiving
fee payments

Financial and Support Data;
Identification and Contact Data

Performance of a contract

Complying with international
student sponsorship
requirements (e.g.,
attendance and visa
compliance)

Immigration and Visa Data;
Identification and Contact Data

Legal obligation (Immigration Act
2016; Home Office Sponsor
Guidance)

Supporting international
student visa-related
academic matters

Immigration and Visa Data;
Identification and Contact Data

Public task

Operating CCTV, ID badge, or
biometric systems to secure
the premises

Image and Biometric Data;
Identification and Contact Data

Legal obligation (Health and
Safety at Work Act 1974; KCSIE)

Monitoring buildings and
access areas for safety and
incident prevention

Image and Biometric Data;
Identification and Contact Data

Legitimate interests (protection
of individuals and property)

Using biometric systems
(e.g., fingerprint access or
lunch systems)

Biometric Data

Explicit consent (Protection of
Freedoms Act 2012; GDPR Article

9(2)(a))

Sending information about
timetables, classes, surveys,
or events

Identification and Contact Data;
Communications and
Engagement Data

Legitimate interests (keeping
students informed and engaged)

Providing essential academic
or welfare updates and alerts

Identification and Contact Data;
Communications and
Engagement Data

Public task

Reporting safeguarding or
Prevent concerns to external
agencies (e.g., police, social
care)

Behaviour and Safeguarding
Data; Health and Wellbeing
Data; Identification and Contact
Data

Legal obligation (Children Act
2004; Prevent Duty; Crime and
Disorder Act 1998)

Taking urgent action to
protect life or serious risk to
the student or others

Behaviour and Safeguarding
Data; Health and Wellbeing
Data; Identification and Contact
Data

Vital interests

Participating in inspections,
audits, and education
funding reviews (e.g., Ofsted,
DfE, ESFA)

Academic and Enrolment Data;
Digital and Device Usage Data;
Health and Wellbeing Data

Legal obligation (Ofsted
Inspection Framework; ESFA
funding rules)

Conducting internal
performance monitoring and
quality assurance

Academic and Enrolment Data;
Digital and Device Usage Data

Public task

Investigating and responding
to student complaints or
appeals

Any relevant personal data
depending on case

Legal obligation (Education Acts;
natural justice principles)

v3.0
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or dispute resolution

Handling internal complaints

depending on case

Any relevant personal data

Legitimate interests
(accountability and service
improvement)

legal claims and respond to
regulator enquiries

Using data to bring or defend

depending on case

Any relevant personal data

Legal claims (GDPR Article 9(2)(f);
DPA 2018 Sch. 1 para 5)

Responding to subject access
or other data rights requests

the individual

Any personal data relating to

Legal obligation (UK GDPR
Articles 12-22)

Retaining data for record-
keeping and legal limitation
periods

Communications Data

Academic and Enrolment Data;

Legal obligation (Limitation Act
1980; ESFA audit requirements)

future issues (e.g.,
references, appeals)

Retaining records to resolve

Same as above

Legitimate interests (ensuring
availability of historical records)

Reusing data for academic

or education analysis

research, statistical purposes,

Academic and Enrolment Data;
Digital and Device Usage Data

Public task (Further and Higher
Education Act 1992)

Reuse under DUAA for
compatible purposes with
privacy safeguards

Same as above (often
pseudonymised)

Permitted reuse under Digital
Use and Access Act 2025 (DUAA)

B. FOR APPLICANTS: Purposes and Legal Bases for Processing Job Applicant Data

Purpose of Processing

Categories of Personal
Data Processed

Lawful Basis

Assessing applicant
suitability for employment,
including shortlisting and
interviews

Application and
Recruitment Data;
Assessment and Interview
Data

Legitimate interests (to select
appropriate candidates based on
qualifications and experience)

Obtaining references and
verifying eligibility to work

Reference and Eligibility
Data

Legal obligation (Immigration, Asylum
and Nationality Act 2006); Legitimate
interests (ensure candidate suitability
and eligibility)

Confirming identity,
qualifications, and right to
work status

Reference and Eligibility
Data; Identification Data

Legal obligation (Employment Rights
Act 1996; Asylum and Immigration
legislation)

Conducting criminal record
checks for roles requiring
safeguarding

Criminal Records Data

Legal obligation (Safeguarding
Vulnerable Groups Act 2006); Article
9(2)(b) and (g) UK GDPR; Schedule 1,
DPA 2018, Part 1 (para. 1), Part 2
(paras. 6, 18)

Reviewing applicant health
or disability disclosures to

assess adjustments during
recruitment

Health and Disability-
related Data

Legal obligation (Equality Act 2010);
Article 9(2)(b) and (h) UK GDPR;
Schedule 1, DPA 2018, Part 1 (paras. 1,
2)

Collecting and analysing
equality and diversity data
for monitoring and
reporting purposes

Diversity and Equality Data
(voluntarily provided)

Legal obligation (Equality Act 2010);
Legitimate interests (ensuring fairness
and equality in recruitment); Article
9(2)(b) and (g); Schedule 1, DPA 2018,
Part 2 (para. 8)

Setting up pre-employment
systems such as IT access,
payroll accounts, and HR
files

Identification Data;
Reference and Eligibility
Data

Performance of a contract (to take
steps prior to entering into a contract);
Legal obligation (Pay As You Earn
Regulations; Pensions Act 2008)
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Communicating with
applicants about interviews,
outcomes, or progress of
their application

Contact and Identification
Data; Application and
Recruitment Data

Legitimate interests (to efficiently
manage the recruitment process and
applicant expectations)

Retaining recruitment
records for auditing,
safeguarding compliance or
regulatory obligations

All recruitment-related
personal data, including
criminal records

Legal obligation (Keeping Children Safe
in Education; audit retention under ICO
and DfE guidance); Article 9(2)(f);
Schedule 1, DPA 2018, Part 1 (para. 1),
Part 2 (para. 9)

Preventing and detecting
fraud or unsuitable
candidates in regulated or
safeguarding roles

Criminal Records Data;
Reference and Eligibility
Data

Public task (safeguarding duties); Legal
obligation (Safeguarding Vulnerable
Groups Act 2006); Article 9(2)(b) and
(g); Schedule 1, DPA 2018, Part 1 (para.
1), Part 2 (para. 18)

Responding to complaints
or legal claims arising from
the recruitment process

Any personal data
collected during
recruitment, including

Legitimate interests (defending legal
rights); Article 9(2)(f) UK GDPR;
Schedule 1, DPA 2018, Part 3 (para. 33)

special category and
criminal records data

C. PARENT/GUARDIAN DATA: Purposes and Legal Bases for Processing

Purpose of Processing

Categories of Personal Data
Processed

Lawful Basis

Recording parent/guardian
contact details to maintain
emergency contact
arrangements

Identification and Contact
Data

Vital interests (UK GDPR Art.
6(1)(d)) and legal obligation
(Education Act 2002; Children
Act 1989)

Recording parent/guardian
information as part of student
enrolment and record
creation

Identification and Contact
Data; Parental Responsibility
and Communications

Legal obligation (Education Act
1996; Education (Pupil
Information) Regulations 2005)

Supporting enrolment
processes by confirming
parental responsibility or legal
guardian status

Identification and Contact
Data; Parental Responsibility
and Communications

Legitimate interests (ensuring
accuracy of student records and
legal responsibility)

Communicating with
parents/guardians about the
student’s attendance,
progress, behaviour, or
support needs

Identification and Contact
Data; Parental Responsibility
and Communications

Public task (Education Act 2002;
Further and Higher Education
Act 1992)

Supporting safeguarding and
welfare needs, including
raising or responding to
concerns, and facilitating
meetings

Identification and Contact
Data; Parental Responsibility
and Communications;
Safeguarding and Welfare
Data (may include special
category data)

Legal obligation (Children Act
1989; Education Act 2002;
Keeping Children Safe in
Education) and substantial
public interest (DPA 2018 Sch. 1,
Pt. 2 — safeguarding)
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Sharing relevant information
with local authorities, social
services, or the police in
connection with safeguarding
or welfare matters

Identification and Contact
Data; Safeguarding and
Welfare Data

Legal obligation (Children Act
1989; Children Act 2004;
Education Act 2002) and
substantial public interest (DPA
2018 Sch. 1, Pt. 2)

Responding to queries or
complaints raised by
parents/guardians in relation
to student provision or
welfare

Identification and Contact
Data; Parental Responsibility
and Communications

Legitimate interests (effective
service delivery and stakeholder
engagement); legal obligation
where safeguarding or statutory
duties are involved

Providing parents/guardians
with updates on general
college matters, newsletters,
events, and non-essential
communications (where
relevant)

Identification and Contact
Data

Legitimate interests
(maintaining relationships and
engagement); consent (if
required for marketing-type
content)

Processing payments, refunds,
or financial contributions
made by parents/guardians
on behalf of students (e.g.,
tuition, exam fees, materials)

Identification and Contact
Data; Financial Transaction
Data (e.g., payment
reference, method); Parental
Responsibility and

Legitimate interests (managing
financial transactions and
supporting students);
Performance of a contract
(where guardian is party to

Communications

payment); Legal obligation (if
required for audit or funding
purposes)

D. ALUMNI DATA: Purposes and Legal Bases for Processing Alumni Data

Purpose of Processing

Categories of Personal
Data Processed

Lawful Basis

Maintaining up-to-date
alumni records and
contact information for
institutional relationship
management

Identification and Contact
Data; Academic History

Legitimate interests (to support
institutional alumni engagement and
maintain accurate records)

Sending alumni
newsletters, updates, or
career related
opportunities by email or
post

Identification and Contact
Data; Engagement and
Preference Data

Consent (for direct electronic marketing
under PECR); Legitimate interests (for
general alumni engagement not
constituting direct marketing)

Organising alumni events
such as reunions,
networking sessions, or
regional meetups

Identification and Contact
Data; Academic History;
Engagement Data

Legitimate interests (to facilitate
continued alumni community
involvement); Consent (where dietary,
access or special category data is
required for events)

Managing fundraising
campaigns or
philanthropic
engagement, including

Identification and Contact
Data; Engagement and
Donation History

Legitimate interests (to pursue
philanthropic support); Consent (if
required for electronic communications
under PECR)
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donation history and
preferences

Using alumni data for
internal research,
statistical analysis, or
educational policy
development under the
DUAA

Academic History; Career
and Education Data;
Engagement Data
(pseudonymised where
possible)

Public task (where processing supports
education research or policy under
DUAA); Legitimate interests (institutional
analysis); Permitted reuse with
safeguards under DUAA

Requesting feedback or
conducting surveys to
improve services and
alumni relations

Contact Data; Engagement
and Survey Data

Legitimate interests (to evaluate and
enhance alumni services and institutional
development)

Responding to Data
Subject Access Requests
(DSARs), rectification, or
other individual rights
under UK GDPR

Any personal data held
about the individual

Legal obligation (UK GDPR Chapter Il —
data subject rights compliance)

Handling or defending
legal claims related to
past student conduct,
certification, or
safeguarding history

All relevant data
categories, including
potentially Special
Category and Safeguarding
Data

Legal obligation (to comply with litigation
or investigatory obligations); Legitimate
interests (defending legal rights); Article
9(2)(f) UK GDPR — legal claims; Schedule
1, DPA 2018, Part 3, para. 10 (legal
proceedings)

12. SPECIAL CATEGORY AND CRIMINAL CONVICTIONS DATA

We may process special category personal data, such as health information, ethnicity, disability status,
or criminal convictions data, such as information obtained from Disclosure and Barring Service (DBS)
checks, only where one or more lawful conditions apply, and where appropriate safeguards are in
place under the UK GDPR and the Data Protection Act 2018.

We will only process this type of data where it is necessary and lawful, and where suitable safeguards
are implemented, including policies, access controls, and staff training. Depending on the context, the
relevant legal bases may include:

e Explicit consent for a clearly defined purpose (UK GDPR Article 9(2)(a)), where no other legal

condition applies.

e Vital interests, where the individual is unable to give consent, such as in medical emergencies
or safeguarding scenarios (Article 9(2)(c)).

e Legal obligations under employment, education, social security, or safeguarding laws,
including under the Education Act 1996 and Keeping Children Safe in Education (Article
9(2)(b); DPA 2018, Schedule 1, Part 1).

¢ Substantial public interest, such as safeguarding children or vulnerable adults, preventing
crime, or supporting equality of opportunity (Article 9(2)(g); DPA 2018, Schedule 1, Part 2).

e Establishment, exercise, or defence of legal claims, such as complaints, disciplinary matters,
or safeguarding investigations (Article 9(2)(f); DPA 2018, Schedule 1, Part 3).

¢ Health or social care purposes, such as providing disability-related adjustments, counselling,
or student wellbeing support (Article 9(2)(h); DPA 2018, Schedule 1, Part 1).

e Safeguarding or regulatory checks involving criminal offence data, such as right to work,
teaching restrictions, or DBS records, processed under a lawful basis and where required by
law (UK GDPR Article 10; DPA 2018, Schedule 1, Parts 1-3).

We do not rely on consent as the default basis for processing special category or criminal convictions
data. Where another lawful basis under the UK GDPR or DPA 2018 is available, we will rely on that

instead.
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13. WHO WE SHARE YOUR DATA WITH

We may share your personal data with third parties where necessary for the purposes set out in this
privacy notice, and where such sharing is lawful and proportionate. These third parties may include:

¢ Government departments and public authorities, such as the Student Loans Company, UK
Visas and Immigration (UKVI), HM Revenue and Customs (HMRC), and the Department for
Education (DfE), where required by law or for funding, immigration, or compliance purposes.

e Awarding bodies, partner institutions, or other educational organisations involved in the
delivery, assessment, accreditation, or verification of your qualification(s).

e Third-party service providers who support our operations, including IT systems providers,
cloud storage and learning platforms, identity verification and DBS check processors, payroll
and financial systems providers, and communication systems.

o Referees, background check providers, and former educational institutions, where necessary
for admissions or employment-related checks.

e Regulators, auditors, and accreditation bodies, including Ofsted, the Education and Skills
Funding Agency (ESFA), the Office for Students (OfS), and others involved in quality assurance,
statutory oversight, or funding compliance.

e Prospective employers or placement providers, where you have asked us to provide
references, confirmation of qualifications, or other relevant information.

All third parties who process your personal data on our behalf are subject to written agreements
requiring them to process your data only for specified purposes, in accordance with data protection
law, and to maintain appropriate technical and organisational safeguards.

We do not permit third parties to use your data for their own purposes. Where a third party acts as an
independent data controller (for example, a government body with its own statutory responsibilities),

it is responsible for how it processes your data.

Where sharing is not required by law, we will only disclose your personal data to third parties with
your consent or where another lawful basis applies.

14. INTERNATIONAL DATA TRANSFERS

If we transfer your personal data outside the United Kingdom (UK) and/or the European Economic
Area (EEA), we will ensure that such transfers comply with applicable data protection laws. This means
that your data will only be transferred to countries that have been deemed by the UK Government or
European Commission to provide an adequate level of protection for personal data, or that
appropriate safeguards are in place.

Where no adequacy decision applies, we will ensure appropriate safeguards are used, such as the UK
International Data Transfer Agreement (IDTA), the UK Addendum to the EU Standard Contractual
Clauses, or the European Commission’s Standard Contractual Clauses (SCCs), as applicable. These
safeguards are designed to ensure your personal data remains protected to the same standard as
under UK or EU data protection law.

In limited circumstances, we may rely on an exception where the transfer is necessary, for example,
with your explicit consent, to perform a contract with you, or for important reasons of public interest.

If you would like more information on the specific safeguards used for international transfers, please
contact us.
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15. PERSONAL DATA SECURITY

We are committed to ensuring the security of your personal data. We implement appropriate
technical and organisational measures to protect personal data against unauthorised access,
accidental loss, destruction, or damage. These measures include access controls, encryption, secure
storage systems, and regular information security training for staff.

We also require third parties who process personal data on our behalf to implement equivalent
safeguards and operate under written data processing agreements. Where personal data is shared
internally or externally, it is done on a need-to-know basis and in accordance with applicable legal and
regulatory obligations, including the UK GDPR and DUAA.

If a data breach occurs that presents a risk to your rights and freedoms, we will notify you and the
Information Commissioner’s Office (ICO) in accordance with our Data Breach Management Policy.

16. COOKIES AND ONLINE TRACKING

Our websites, apps, and learning platforms may use cookies, pixels, and similar technologies to
support functionality, improve user experience, and gather analytics. These may include:

e Strictly necessary cookies (e.g. login, navigation)

e Performance and analytics cookies (e.g., Google Analytics)
e Functionality or personalisation cookies

e Targeting or advertising cookies (where applicable)

Where required by the Privacy and Electronic Communications Regulations (PECR) and UK GDPR, we
request your consent before placing non-essential cookies. You may manage or withdraw your
consent using our cookie banner or browser settings.

Further information is available in our Cookies policy at https://ucg.ac.uk/policies/cookies which
explains the types of cookies we use, the duration they remain active, and how you can control or
delete them.

17. AUTOMATED DECISION-MAKING AND PROFILING

UCG does not carry out any decisions based solely on automated processing, including profiling, which
produce legal or similarly significant effects. If this changes, we will update this privacy notice and
inform affected individuals as required by law.

18. DATA REUSE UNDER THE DIGITAL USE AND ACCESS ACT (DUAA)

In certain circumstances, UCG may make personal data available for secondary use under the Digital
Use and Access Act 2025 (DUAA). This may include information originally collected during your studies,
such as academic, engagement, or attendance data.

Reuse is limited to specific public interest purposes, such as:
e Supporting education policy, planning, and funding
e Statistical research to improve outcomes across the sector
e Monitoring access, inclusion, and progression in education

Any reuse under the DUAA is subject to appropriate safeguards, including:

e Pseudonymisation or anonymisation where possible
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e Access restrictions, data minimisation, and technical controls
¢ Independent ethics or governance review for certain projects
e Only using data in accordance with the DUAA and associated Regulations

If you have a concern about reuse of your data under DUAA, you may contact us. In some cases, an
opt-out may apply unless the reuse is required by law or would render the research impracticable.

19. DATA RETENTION

We retain personal data only for as long as is necessary for the purposes for which it was collected,
and in accordance with legal, regulatory, and contractual requirements.

e Student data is retained for up to seven years after graduation (or after the date of leaving if
no qualification is obtained) unless a longer period is required by law. For example, where
courses are funded by the European Social Fund (ESF), data may be retained until 2030 in line
with funding and audit requirements.

e Applicant data is retained for two years if the individual does not go on to enrol or take up
employment with UCG.

e Alumni data is retained indefinitely to maintain contact and support alumni engagement
unless the individual opts out or requests deletion.

Specific retention schedules for different categories of data (e.g. safeguarding, financial records,
health data) are available upon request.

Once the relevant retention period has expired, we will ensure that personal data is securely and
irreversibly deleted, destroyed, or anonymised, depending on its purpose and applicable legal
requirements. This includes:

e Permanent deletion of electronic records and associated backups where feasible.

e Secure destruction of physical records (e.g., confidential shredding).

e Anonymisation of data used for research or statistical purposes, ensuring individuals can no
longer be identified.

All disposal processes are carried out in accordance with the UK GDPR, the Data Protection Act 2018,
and our internal data retention schedule.

20. YOUR RIGHTS

Under the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and,
where applicable, the Digital Use and Access Act 2025 (DUAA), you have the following rights regarding
your personal data:

Right of access: You have the right to request confirmation of whether we hold personal data about
you and to access a copy of that data along with information about how and why it is used. Where
data is reused under the DUAA, you have the right to be informed of such reuse unless exemptions

apply.

Right to rectification: You can request that inaccurate or incomplete personal data be corrected or
updated without undue delay.

Right to erasure: In certain circumstances, you can request that your personal data be deleted, for

example where it is no longer necessary for the purposes for which it was collected, or where you
withdraw consent and no other lawful basis applies.
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Right to restrict processing: You may request that the use of your personal data be limited in specific
cases, such as during a review of the accuracy of the data or the outcome of an objection.

Right to object to processing: You can object to the processing of your personal data where it is based
on our legitimate interests or is carried out for direct marketing purposes. This right may be limited in
some DUAA-related reuse scenarios where the reuse is permitted for substantial public interest
purposes and statutory safeguards apply.

Right to data portability: Where the processing is based on your consent or a contract and is carried
out by automated means, you have the right to receive your personal data in a structured, commonly
used and machine-readable format, and to request that it is transferred to another data controller.

Right to withdraw consent: Where we rely on your consent to process your personal data, you have
the right to withdraw that consent at any time. Withdrawal does not affect the lawfulness of

processing that took place before consent was withdrawn.

To exercise any of your rights, please contact our Data Protection Officer at: gdpr@ucg.ac.uk

21. COMPLAINTS

If you have concerns about how your personal data is being used, or wish to make a complaint, please
contact our Data Protection Officer or Privacy Team in the first instance:

Email: gdpr@ucg.ac.uk
Postal Address:

Data Privacy Team
United Colleges Group
25 Paddington Green
London

W2 1NB

We aim to resolve all concerns promptly and in accordance with our internal complaint’s procedure.
You also have the right to lodge a complaint directly with the Information Commissioner’s Office (ICO),
the UK’s supervisory authority for data protection if you are concerned about how your personal data
is being handled:

Information Commissioner's Office (ICO)

Woycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Website: https://ico.org.uk/concerns

Telephone: 0303 123 1113

Where applicable, complaints involving the reuse of data under the DUAA will also be handled in
accordance with the DUAA’s transparency and accountability provisions.

22. REVIEW AND UPDATES

This privacy notice is kept under regular review and may be updated from time to time to reflect
changes in legal obligations, our data processing activities, or institutional practices. The most recent
version will always be available on the UCG website (United Colleges Group). We encourage you to
review it periodically to stay informed about how we collect, use, and protect your personal data.
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